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|eBay is the most frequently attacked by hackers

[The most recent lst of imber of attacks over 20,000 computerized
o o oy tht g o o . e oot bk o ot s 4 docsmeed by Doy Commird]
nternational in 2005 and the first weeks of 2006,
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lin 2005 have been recorded over 130 incidents of hacking and violation of databases. A number of over 55 million cards of all
[personal data (many of them having and other highly sensitive gender Social Security Number) were waves and these incidents|
lhave hit al processars in the world,

"Losses due compromiteri these databases viere in 2005 of 105 billion US. $. If you take account of reparts of comparable USS,
[Treasury may find that for the first time, cybercrime bring more profits than drug trafficking” Madalin accerding Matic director of
|Commerce Dot Romana.

11n Romania DotCommerce just passed the auit PCI-DSS (PCI-Payment Card Industry), mandatory audit i North America for al
Jrocessors cards.

30
200 online shops Romanian traded by Dot Commerce

i ey 2006 ko R i hesedon o st et oo et an 3 qunberofthe 261 rder,
lacoording to Commerce Dot Romania. OF these 193 were already active and online process, the rest beirg i the procedures for
mpementation ana o testing applcations

The complete list can not be offere
Negen e dae vt the Chamber of Comren f Romants, Ui P Sotware, Sty Korement Sotons
i “said Madalin Matic,

B traing s ofere by OotCommerne wes prossed n 2005 over US. 46,500,000 over 21 bllon, e bl that 205
he potential market for e-commerce in Romania which is estimated at over 70 million USD. Our research|

o ot dcub\e ire oot raded et he end o the year. In the context of European activity DotCommerce, Romania has|

fa share of 3.2% in the year 2005 was dominated by mmerce Ltd UK and DotCommerce Gmbh-Germany, "she quoted the|

source added.
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the card holder

1A poll conducted globaly on the consumers, but by Visa International thattheft orloss
of personal the concern of

It the leve of concem among conmumers i gk, fal, 8 o perentoge of the e o Viea tromsacon,decined nthe st
decace situando s now the owest of all isa
e s St o Gecronc ommercs o Vs hovt i overll ettt of sl it of 379 for 2005 compre o

ding to 4, holders would make 57% of consumers to feel
‘more confident in the protection o their personal data.

Resercnes pave shown that, glbaly ssves of ata exceeded
62%) and terorism (No. 3 - 58%), has ¥ g
(5355 20 s s

1 s ety conaunes on st are cpely otant ot ol (e rater et the ey el
pe of research," said Mike

in 12 countries, developed or developing.

3% of information;
50% studying the privacy polcy of companies that do business;
2% of
by phone.
Iniso, consumers perceie theltion,40% of feel more secure i
ey bad more i data, 36% revealod

i ths regad,Chvistopher Rodigues, CEO,Visa a a
lgene, which to reunit al hose invoived stand-alone,
ot secuty sty

ther poental measues e by corsumers inude: 3 et
G, & a5 st end plamot i Can o (il St s Aty o o iares i o
mary cortmers (475)considerthat the. prokoction f personal and fnancel da 158 mater ofntematoral nteret, rater than|

The global payment s the safety odrigues. "To avoid
o et e oo, o et s . It e e it s ooy o st 1 e

|About the Survey
lore e G000 consumes i the e Saen, Cads, Grst i, Gomary, St M, o Cire I

M Bzl arsvered aueions from the questonaie condcied in overt 2005 by Harris
mewg “The marginof error is + /- 1.3 perce

CR and Ultza PRO Computers launched a co-branded card

ik ns Utre "BCR - Ultra , the third

redit limit of up to the|
Nuwa\ent i RON o EUR 5000, anc maowwa\ sl et ottt

ICredit card launched by BCR and Ultra
((accessiblity,limit the amount of very Iz [t
“The period for granting

Carsholdr mist ey only “The level of Also, the card holder bas 2
oy interest on the amouris of creditused for shopin, i th loan i Tepad il oy the 300 f the ot
qurMmg ot nperfoming

for payment of s

i person it an avrag icome in th ecoramy can benefit from a cellng on it crd BCR- Utra RO Computers, ot

10,000 RON (100 million ROL) if no other credits are employed. Card co-branded BCR - Ultra PRO Computers will be used

ourchase products fom stores Ut PRO Computere, ut 315 for ather operaions generated b the perseal needs of he owner
i

ey
loranches and i Bank puts at
16 types o network o

~ over 1,000. Number of customers has increased steaily reaching now to more than 5 millon of which 80% customers are
o
(Group K Tech - Uitra
ity Groupditribton, mae by K Tech Electoric, was develope in 2005 b o totl of 00 Resel 23, o ingrup KTed o
Uitra PRO has obtainec a turnover of 80 million dollars, increasing by 20.30% compared with 2004. In Decenber 2005, the retal
|cha 79 shops, of which jor cities in the country.
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[Buying 33 million USD in December on Visa cards

i December 2005, and Romans hae used Vi carcs fr narly 3 millon tims, inRomania an abros, generaing 2 volume o

marietable US. $ 67 Int 1. Half of this amoun represented pa
Bl bareld el s e e gl g lueof tansacions for merchats,
fwhile the witha)
Ivear carler, exceeding ralf  million transactions

Most of the the 78% of the total, exceeding 51 million. International

14 millon USD.
i a traditional Cvistmas time is spent tog and
i g Jlon USD)

Lenving Chestmos shorping on th st ke metes, U daythetopofthe Romains was Doc. 3 uhen ouers Romrian
\Visa card transactions ave been viorth US. $ 3.3 5% of the total.

s sbronsand e cood o Vs s e ot i, (1 i G50y 508 38t ond s (032 o]
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(Globally, spending the holidays processed by Visa rose 13% to US. $ 291 billion, compared with US. $257 billon in the same
lperiod of 2004. In total, Visa has authorized 4.4 billon transactions during the holidays, increasing by 16%, from 3.8 biion|
ransactions authorized in 2004, Leading the day shopping at the international level was registered in Dec. 22, totaling 8.5 billion
ust
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[DotCommerce Romania becomes MSP MasterCard International

ISince 18.1anuarie.2006, DotCommerce Romania wion the status of TP MSP (Member Service Provider - Third Party Processor)
MasterCard Internatioral, became the first non-banking entity in Romania who received this recognition, according to 2
[comimunique issued by Dot Commerce Romania

nﬁ\c\a\s imated tho s retes he preconition for he Geveopment of Sronc. commerceand ersfcaton ange o
ices sales in Romara.

ITo get the quality of PP MSP, DotCommerce Romania had to successfully pass two security audits (corducted by international
Jauditors qualified and accredited by Visa, MasterCard, American Bxpress, Discover Card and JCB) after which has been declared
lcompatible :

Fomeland Secuitys ational Ifrastructure s
(059,

I
[Standard (PCI-DSS), Vi
(A5 program, Mosercars mgmamms e rotacton 08 oo Ao Eovas s St St 055
land Discover Card's DISC prograr

(o) sans / Fa1 0 of

by the FBl and audited by the SANS Institute.

the Payment Carc

[Becorming MSP-TPP, DotCommerce Romania assumes responsibility about posibie fraud and Check Dealer envolled. Acceptatoare|
lbanke. e logal hor

data protection and fraud b by MasterCard Interrational

[Recognition DotCommerce Romania as MSP-TPP was a long-term process in which we had to synchvonize applications, internal
ety procodures and how to werk with therdes, des and requations o the argaiztion ssingcrce. At o sty ve
have. raud and finandil

Radsiny Mati, irectorof European operatons for DotCommerce I
it vord o

by
mpty promises of content. Determining the last three years our company to maintain our \eadersND position w
e«nm\om\ dm\evment investments in security and training of the teams made-this possible. We are sure that i the next
period wil
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(The Visa min USD in a year

in September 2005,
o st s f anochonssenchas 568 il scoring to Vs CEHEA These rsus represent an ncrase of 7%
land respectively 23.5% compared to the same period of

T i et e Sl i
cards by the traders, making 5.7 million

thewcams e shento sy i ;
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Ishare transactions for merchants, the total number of transactions was 109% in the fiscal year ended in September 2005, compared
i abou 59 in Scptember 2064, Vi offiil ctiated ncrase tis oreas o lear siga ha i cas s il the most
idepread method of paymen, mar more Romanians use Visa cards as 3 means of payment in purchasing goods and

Catalin Crety, Vice resident Viss International CEMER, conidertht tese esut il grow even more by th and o the yer
"Efforts Visa and the banks States, and
L= S thes it v bone Tl mere and move R Gonin st th poyen crd b orerete nette

i theendof Seter 200, therurber of comercl 2047 last
e ime, thre were over 33 mion Vica crds . Romana, reresening on mseaseof 259 ompared i
s 300

Visa

VisaElct th total Vi
at 1o i recorded i premium products - Visa Gold Gard number increased upto S68%, reaching i
|September 2005 fo a ool of 4316

motor will pay by credit card diractly from the Internet

Fine dae s by Rosd ol il be paid drectly from e ntrnt v bak government amounced yesterday the
st bt bl e AN el gl d i e
Fecognized by .

[T will allow the laurch as soon as the first stage of the project "Ghiseul virtual payment?, initiated by MCIT, the electronic
[payment of traffic fines. Thus, drivers will offender has to pay the fine and the Internet, from the card directy nto the accoun]
lopened for this purpose Road Police.

For fines paid in the clectronic system vill calculate a commission established by barsk card processar. "The commission will bel

lcomparable to that charged by banks ps ina virtual
payer. Payments can be made vith sil that means Visa and MasterCard, especilly it card ool et i 30 e a5
well s by American Bxpress, JCB and Diners, "said Madalin Matic, director DotComerce, a company that hes been agreed that thel

Jrocess for 2006.

rocessing cards will be made in 3D Secure system through RomCard or by Dot Commerce USA, for cards not accepted by|
[RomCard (Amex, JCB, Ciners), added the source quoted.

has stated edi That follows a
lseries of other taxes the same vay.

bye- yments, which are twol
compltey iferent modue. Pesanaly o that . -Tox vl e b o it Anescy eroneireie, e ndded

[The application for Ghseul virtual payment was developed by Dot Commerce together with companies and Softwin Kondiment
oidion o pplcatoniraacaton e Scewirment f 1 raphicl v e

(The current period of 48 hours required to pay traffic fines will remain unchanged. The administrator of the virtual deskof
[payments s the Ministry of Communications.

INew form of payment uill

inthe st prase, only to ucharstwil be extended believes that the

|virual payment than February 7.
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[Raiffeisen Bank SA Rorania, one of the largest banks in the has sslected AML solution

apicaton nformation wil b scd for momitonng acoounts and customers, 25 wel s for the anayssand st of bohvioral
lsurveillance.

[The system will be implemented in 200 branches of the bank to enable the retail banking netviork of Raifeisen to watch all
monitor

hOffer INTF i the neest o our resremens i tems o cseof e, ety andtecholgic et SrondiLsoution
[Raiffeisen not only
Jone of 8 Rangu IT&

(Chrisian R. Drescher, CEO : "With solution,

ing 1o 2 reent recarch of Tower Group fvncil e ct. bking sy bilons of dolsamaly, ltal
ngatmna\ costs they & loss of reputation and trust among customers.

MasterCard Internatioral is launching a new program ty
e o taThe s et one. o i e e, presch oo Hasrcard ket o]
increase security and trade.

o sase the sl vorc o understand,acapt ard e te standard ofseuritydata rom the paent card sty (1)
MaserCord ffers sl opprtnity o assssandfeeneborkwcriy etvor winrabity scan i one o the necss

Free scan, offere includi
o s sty e st of P aesestes the Website v mastercardsecuiy.com can find ks to
nd SecurityMels

|Another element of ths program MasterCard is the educational campaign that uses advertising on the Internet and seminars to
iform merchants about the importance of security and resources.

Ifornation about secty resources offred sales and ther data point for
hants companies s:an sites offering free PCL.

1A new series of
loffer specialize consulting globally. These seminars onlin, easily accessible, will allow sales around the world to learn more
labout curent trends and future of various issues and industry best practices that we can implement to secure even more of their
loperations.
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BRDTV - the first it frcuit of the

BRD - Groupe St Ganerale and the onoplvrks atthe e of st e, nrdor tomplement i neworkofbark 3D+
el o the firstof its kind installed

[BRD TV is a digital TV channel, el television
e s o ey spas ey th . B, o e s of o oo o
lcustomers of services and products they offer.

(i progrms incude s weekly buletin offrandal nforration  BRDInfo , nformaion about poducts and senviesafered by
of TV station Antena 3

{The total number of BRD equipped with this system of television was estimated at 100, among them numarandu the branches of
I branches, most of in bigcities.

Y o i iy network of 1,200 screens
n 24 s, mor w2 stores and|
Metro loza Romaria

D i the second bark i Roreri, it ssets ecedig EUR 52 bl (3 Septenber 2005 The Bk fas cver 17 milin
stomers and operates 2 petork f ver 30 uits. BRO-Gro he second
(3 billon to 1

(over 350,000 cards in cireuation Eurl

[Euroline has issued over 350,000 credit cards, cards that are currently in circulation and are valid, according to Department of
(Communication compary.

[For credit cards used on Euroline, most customers chose Euroline
i o e O s S, e o i o o v i el
ladvantage of the grace period of up to 50 days, provided by Euroline.

i spproved 3 celng on redi:cars ssed 1000

- customers with Incomes below 100 Eur / monh an average callng is somowhat smaller, foatedaround s00-600 Eto

[Acoring NO-CASH. " these vt s ot oty s sproved by i cars s w1 v s 1 3005
004,

e have

o o S50 e e ot s considring the sz ofthe marie for et ards n Rorania - we sy e

smbtins. e of the main trngs we wart them i tha those who have & ued by us to be able to enjoy it every day.

etore, we- sk th s o vy o o v e b Yo Wi s g S oo
owners, aid company il

Euoine ha recenly lunched 3 campalgn n whic s clent rduce s annual nterestate of 299% to 9% it st three

hs of this year for withdrawing cash. 1f a customer Euroline Euroline card to withdraw money from the card in March, will
enlrom an eerc o of S35 o et e e o, e ey L e e of vt o s Forth ot
from the time of ithdrawal . If the customer does not reimburse the amount vithdrawn in March untilthe day of issue of the
Ifourth record, and willzpoly after 255%.
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[Euroline reduce interest from 29.9% to 9.9% per annum

[Euroline card holders will enjoy a preferential nterest rate on withdrawals of cash by the end of Marcy Thus, for any amount]
[withdrawin by the Euroline credit card during January 1-March 31 2006, Euroline charged a preferential interest rate of .8% per
fannu the

|cas the ERS over 500 ATMs and 170 units Bank.
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[Europe hold:
At the end of September 2005, were in circulation 582.2 million valid cards ith the Maestro logo that can be used in 9.4 million
lcommercial ocations and 1.1 million ATMs around the world, according to MasterCard International

[The most important region for Maestro cards remains Europe, where they are in circulation from 258.3 millon cards and networ
345, locations.

[Basically, the acceptance of Maestro cards, Europe holds 65% of commercial locations while the UsS. i the region with the largest|
(36%).
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[For the holidays, increase appetite for Romanians card payment

and has proposed
lcard for gifts for the hoidays.

[Thus, approximately 70% of voters said that they proposed to make various shopping on the card with  value between 500 and
00 . Al e S0 o oot ettt ey s st S0 o e e o
16 you proposed to spend on the card this year during the

e

20,9% 45%.
Dt v st s o e et e [
mens o o

e oy iy s ok manth il exced al expecations
Inth volume ofcard sles, taking n acoun ht - urke

December 2004 - a number of hypermarlet sites
(Frlien, Carefour) 33 arge cran storeswithconsumer
electronics products (Altex) were issued their own cards co- 69,5%
branded credit

‘@pana in 500 EUro mirire 500 1 1000 Eun opeste 1000 Eu

ik no-cash.ro
December pollof 625 registered votes.

[10
INBR reported a fallin foreign currency cards

(Valid cards in circulation grew by about 1,260,000 in the period Noverber 2004 - November 2005, reachirg 3 total of 6,850,000,
lacoording to NBR. Increased monthly average market cards in this period was 105,000 cards.

I absolute umbers,cards ssved n e inceased
inthe same period, foreign urey cards ssed inceased fm 55,013 t0 137590, The s i o
ot e o bt 30052 aimesk 1300 ord ower it the éceiing

e o e A 200000 e e I i 204 e
o mvze such district: Brasov, Cluj and Timis, thei
e Arge, Bacas, Bivr,Conctaria, a5 and Prabva.

The poorest counties in view of the number of valid
land counties such as Tulcea and Talomita which s ltle over 50,000,

etveen Roverber 2004 and November 2005, France has increased by more than 450000 cards (from 1.5 milion cards to .61
tal holds a 23.1% share of the.

[France continues to represent the largest market for business cards from Romania. Data rate, as a result, virtually the annal
lgrowth of more than a million cards, the capital contributed 35.7%. Next in importance is the region Clj, the only county that has
30,

imanaged
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for processing deb 2
- EMVCo will

for processing deb

lstandard,

las aditional advantags, the standard CPA ensure

isk management based on the type of transaction.

[Officials EMVCo, an nstitution founded to establish 1ip cards, said

rd issver JCB and

Visa,
13CB cauired Iast year cne third of EMVCo and a1 share with Visa).




